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Centralized security
management

Azure Policy, OS Config

VM isolation

Hardware enforced VM isolation

OS + firmware protection
TVM, Guest attestation

Encryption + data protection
SMB, BitLocker

Hardware root-of-trust
TPM 2.0, DRTM, Secure Boot

Security assurance

Host component governance

Simplified compliance Security posture mgmt.

Azure Policy, Azure Security Benchmarks Azure Policy, Monitor, Defender for Cloud
Privileged access H_El[ Network security

JIT, JEA, PIM, PAM, CG Datacenter Firewall, Secure DNS

</> Confidential Compute*
CVM, Guest & workload attestation

System security + zero trust

Hardened defaults,, Trusted Boot, Certificates, Cryptography,
Code Signing and Integrity, Device Attestation, Zero trust

ﬁ Silicon assisted security

Firmware, DMA, Memory, Secured Kernel

() Certification Secure supply chain

Provenance, patching and continuous vulnerability management of OS components

Azure Local security book overview - Azure Local | Microsoft Learn
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RDP on SSH IV 1
az ssh arc --resource-group <resourcegroupname> --vm-name <servername> --local-user <localuser> --rdp
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Gartner Magic Quadrant for DaaS

Microsoft has been named a Leader in the 2025 Gartner® Magic
Quadrant™ for Desktop as a Service (DaaS) for the third
consecutive year: Highest in execution and furthest in vision

Windows 365 and Virtual Desktop provide a full range of
scalable, flexible, and secured virtual, Azurehybrid and on prem
solutions to help businesses of any size.

* Broad capabilities across digital workplace technologies, hyperscale cloud and
Al.

* Robust global infrastructure provides support for clients in all regions and of
all sizes.

By 2027, virtual desktops will be cost-effective for 95% of workers compared
to 40% in 2019. By 2027, virtual desktops will be used as the primary
workspace for 20% of workers, up from 10% in 2019.

Read full report: aka.ms/DaasMQ2025

Gartner, Magic Quadrant for Desktop as a Service, Stuart Downes, Craig Fisler, Sunil Kumar, Eri Hariu, Mark

Margevicius, Tony Harvey, 11th August 2025. GARTNER is a registered trademark and service mark of Gartner, Inc.

and/or its affiliates in the U.S. and internationally, and MAGIC QUADRANT is a registered trademark of Gartner,
Inc. and/or its affiliates and are used herein with permission. All rights reserved. Gartner does not endorse any
vendor, product or service depicted in its research publications and does not advise technology users to select
only those vendors with the highest ratings or other designation. Gartner research publications consist of the
opinions of Gartner's research organization and should not be construed as statements of fact. Gartner disclaims
all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or
fitness for a particular purpose. This graphic was published by Gartner, Inc. as part of a larger research document
and should be evaluated in the context of the entire document. The Gartner document is available upon request
from Microsoft.
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https://www.gartner.com/reprints/?id=1-2LL3GETN&ct=250801&st=sb
https://www.gartner.com/reprints/?id=1-2LL3GETN&ct=250801&st=sb
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Foundry Local x Agentic Retrieval on Azure Local (FLE1-)
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Hyper-V + HCI (Azure Local) Hyper-V + HCI + SAN Storage
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Hyper-V Cluster + SAN Storage Azure Linux Cluster + SAN Storage
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